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Introduction
TCA eUICC WG oversees the definition of the Profile Package specification which is used to load an MNO Profile in an eSIM (See https://trustedconnectivityalliance.org/technology_overview/esim/). The evolution of this specification is closely following the evolutions of the 3GPP specifications, and we are in the process to release an update in order to support R18. One of the major evolutions in R18 is the addition of the support of slice authentication with the addition of SSIM application in the UICC.
Background of the discussions
TCA eUICC WG has analysed 3GPP SSIM definition and came to the conclusion that in order to be able to provide interoperability across eSIM implementation, there is a need to add the definition of one or more SSIM authentication algorithms. We understand that, as well as for the primary network authentication, there is no need to define this algorithm for removable UICC which is fully specified by the network provider, well defined algorithms are mandatory for interoperable implementation of non-removable eUICC intended to be remotely provisioned. As an example, for the primary network authentication, the eUICCs implement both Milenage and TUAK algorithms. These algorithms shall be implemented in the eUICC operating system in order to reach performance, security and certification requirements.
Action
TCA eUICC WG would like to understand if there is any plan to define one or several authentication algorithms for SSIM in 3GPP or GSMA as this definition is mandatory in order to provide interoperable support of SSIM in an eUICC. As R18 is now finalized, TCA eUICC WG plan is to be able to release R18 update of the Profile Package specification during this summer.
As an alternative, TCA eUICC WG can also add this definition in its specification and in that case would like to understand your requirements.
TCA eUICC WG looks forward to a continued fruitful cooperation with 3GPP and GSMA.

For any additional inquiries, please contact TCA eUICC group chair at denis.praca@thalesgroup.com
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